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Abstract
The Windows Server® 2008 Foundation Network Guide provides instructions on how to plan for and deploy the core components that are required for a fully functioning network. It also explains how to set up a new Active Directory® domain in a new forest. 
This companion guide to the Foundation Network Guide provides instructions on how to deploy server certificates with Active Directory Certificate Services (AD CS) and how to autoenroll server certificates to computers that are running Network Policy Server (NPS) and Routing and Remote Access (RRA) service.
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[bookmark: _Toc187476146]Foundation Network Companion Guide: Deploying Server Certificates
This is a companion guide to the Windows Server® 2008 Foundation Network Guide, which you can download from the Microsoft Download Center (http://go.microsoft.com/fwlink/?LinkId=105231).
The Windows Server 2008 Foundation Network Guide provides instructions for planning and deploying the core components required for a fully functioning network and a new Active Directory® domain in a new forest.
This guide explains how to build upon the foundation network by providing instructions on deploying server certificates for computers that are running Network Policy Server (NPS), Routing and Remote Access (RRA) service, or both. 
Server certificates are required when you deploy certificate-based authentication methods with Extensible Authentication Protocol (EAP) and Protected EAP (PEAP) for network access authentication.
Deploying server certificates with Active Directory Certificate Services (AD CS) for EAP and PEAP certificate-based authentication methods provides the following benefits:
	Binding the identity of the NPS or RRA server to a private key
	A cost-efficient and secure method for automatically enrolling certificates to domain member NPS and RRA servers
	An efficient method for managing certificates and certification authorities
	Security provided by certificate-based authentication
	The ability to expand the use of certificates for additional purposes
[bookmark: _Toc187476147]About this guide
This guide provides instructions on how to deploy server certificates to NPS servers, RRA servers, or both, by using AD CS. 
This guide is designed for network and system administrators who have followed the instructions in the Windows Server 2008 Foundation Network Guide to deploy a foundation network, or for those who have previously deployed the core technologies included in the foundation network, including Active Directory Domain Services (AD DS), Domain Name Service (DNS), Dynamic Host Configuration Protocol (DHCP), TCP/IP, NPS, and Windows Internet Name Service (WINS) (optional). 
It is recommended that you review the design and deployment guides for each of the technologies that are used in this deployment scenario. These guides can help you determine whether this deployment scenario provides the services and configuration that you need for your organization's network.
[bookmark: _Toc187476148]Requirements
Following are the requirements for using certificates:
	To deploy server certificates by using autoenrollment, AD CS requires the Windows Server 2008 Enterprise Edition or Datacenter Edition operating system. Active Directory Domain Services (AD DS) must be installed before AD CS is installed. Although AD CS can be deployed on a single server, many deployments involve multiple servers configured as certification authorities. 
	To deploy PEAP or EAP for virtual private networks (VPNs), you must deploy RRA configured as a VPN server. The use of NPS is optional; however, if you have multiple VPN servers, using NPS is recommended for ease of administration and for the RADIUS accounting services that NPS provides.
	To deploy PEAP or EAP for Terminal Services Gateway (TS Gateway), you must deploy TS Gateway and NPS.
	To deploy PEAP or EAP for 802.1X secure wired or wireless, you must deploy NPS and additional hardware, such as 802.1X authenticating switches or wireless access points.
	To deploy certificate-based authentication methods that require certificates for user and computer authentication in addition to requiring certificates for server authentication, such as EAP with Transport Layer Security (EAP-TLS) or PEAP-TLS, you must also deploy user and computer certificates through autoenrollment or by using smart cards.
[bookmark: _Toc187476149]What this guide does not provide
This guide does not provide comprehensive instructions on how to design and deploy a public key infrastructure (PKI) by using Active Directory Certificate Services (AD CS). It is recommended that you review AD CS documentation and PKI design documentation before deploying the technologies in this guide. For more information, see the Additional Resources section later in this document.
This guide also does not provide detailed instructions on how to deploy the network access technologies for which server certificates can be used. In some cases, additional Foundation Network Companion Guides might be available that provide instructions on deploying these network access solutions.
[bookmark: _Toc187476150]Technology overviews
Following are technology overviews for EAP, PEAP, and AD CS.
[bookmark: _Toc187476151]EAP
Extensible Authentication Protocol (EAP) extends Point-to-Point Protocol (PPP) by allowing arbitrary authentication methods that use credential and information exchanges of arbitrary lengths. EAP was developed in response to an increasing demand for authentication methods that use security devices such as smart cards, token cards, and crypto calculators. EAP provides an industry-standard architecture for supporting additional authentication methods within PPP.
With EAP, an arbitrary authentication mechanism is used to verify the identities of the client and server that are establishing a network access connection. The exact authentication scheme to be used is negotiated by the access client and the authenticator (the network access server or the RADIUS server). 
With EAP authentication, both the network access client and the authenticator (such as the NPS server) must support the same EAP type for successful authentication to occur.
[image: ]Important 
Strong EAP types (such as those that are based on certificates) offer better security against brute-force attacks, dictionary attacks, and password guessing attacks than password-based authentication protocols (such as CHAP or MS-CHAP, version 1).
[bookmark: _Toc187476152]EAP in Windows Server 2008
Windows Server 2008 includes an EAP infrastructure, two EAP types, and the ability to pass EAP messages to a RADIUS server (EAP-RADIUS) such as NPS.
By using EAP, you can support additional authentication schemes, known as EAP types. The EAP types that are supported by Windows Server 2008 are:
	Transport Layer Security (TLS) 
	Microsoft® Challenge-Handshake Authentication Protocol, version 2 (MS-CHAP v2)
In addition, you can plug other EAP modules into the server running RRA to provide other EAP methods.
[bookmark: _Toc187476153]PEAP
PEAP uses TLS to create an encrypted channel between an authenticating PEAP client, such as a wireless computer, and a PEAP authenticator, such as an NPS server or other Remote Authentication Dial-In User Service (RADIUS) server.
PEAP does not specify an authentication method, but it provides additional security for other EAP authentication protocols (such as EAP-MSCHAP v2) that can operate through the TLS encrypted channel provided by PEAP. PEAP is used as an authentication method for access clients that are connecting to your organization's network through the following types of network access servers (NASs):
	802.1X wireless access points
	802.1X authenticating switches
	Computers running Windows Server 2008 and RRA that are configured as virtual private network (VPN) servers
	Computers running Windows Server 2008 and Terminal Services Gateway
[bookmark: _Toc187476154]Features of PEAP
To enhance the EAP protocols and network security, PEAP provides:
	A TLS channel that provides protection for the EAP method negotiation that occurs between the client and server. This TLS channel helps prevent an attacker from injecting packets between the client and the NAS to cause the negotiation of a less secure EAP type. The encrypted TLS channel also helps prevent denial of service attacks against the NPS server.
	Support for the fragmentation and reassembly of messages, which allows the use of EAP types that do not provide this functionality.
	Clients with the ability to authenticate the NPS or other RADIUS server. Because the server also authenticates the client, mutual authentication occurs.
	Protection against the deployment of an unauthorized wireless access point at the moment when the EAP client authenticates the certificate provided by the NPS server. In addition, the TLS master secret that is created by the PEAP authenticator and the client is not shared with the access point. Because of this, the access point cannot decrypt the messages that are protected by PEAP.
	PEAP fast reconnect, which reduces the delay between an authentication request by a client and the response by the NPS or other RADIUS server. Fast reconnect also allows wireless clients to move between access points that are configured as RADIUS clients to the same RADIUS server without repeated requests for authentication. This reduces resource requirements for the client and the server, and it minimizes the number of times that users are prompted for credentials.
[bookmark: _Toc187476155]Active Directory Certificate Services
AD CS in Windows Server 2008 provides customizable services for creating and managing the X.509 certificates that are used in software security systems that employ public key technologies. Organizations can use AD CS to enhance security by binding the identity of a person, device, or service to a corresponding public key. AD CS also includes features that allow you to manage certificate enrollment and revocation in a variety of scalable environments.
[bookmark: _Toc187476156]Server Certificate Deployment Overview
The following illustration shows the components that are required to deploy server certificates.
[image: ]

[bookmark: _Toc187476157]Server certificate deployment components
The following components are required to deploy server certificates:
[bookmark: _Toc187476158]Active Directory Certificate Services
This deployment guide provides instructions for deploying an enterprise root certification authority (CA) that is also an issuing CA. The CA issues certificates to computers on the network that have the correct security permissions to enroll a certificate. Active Directory Certificate Services (AD CS) is installed on CA-01.
[bookmark: _Toc187476159]Copy of the RAS and IAS Servers certificate template
When you deploy server certificates, you make a copy of the RAS and IAS Servers certificate template and then configure the template according to your requirements. The CA uses the copy of the certificate template to create server certificates that it issues to RRA and NPS servers.
[image: ]Note 
Network Policy Server (NPS) replaces Internet Authentication Service (IAS) in Windows Server 2008.
[bookmark: _Toc187476160]Group Policy
After you configure the certificate template on the CA, you can configure the default domain policy in Group Policy so that server certificates are autoenrolled to all members of the RAS and IAS servers group in Active Directory Domain Services (AD DS). Group Policy is configured in AD DS on the server AD-DNS-01.
[bookmark: _Toc187476161]Server certificate deployment process
The process of configuring NPS and RRA server certificate enrollment occurs in these stages:
	Install the AD CS server role as an enterprise root CA. This step is required only if you have not already deployed a CA on your network.
	On CA-01, configure a server certificate template. The CA issues certificates based on a certificate template, so you must configure the template for the server certificate before the CA can issue a certificate. 
	On AD-DNS-01, configure server certificate autoenrollment in Group Policy. When you configure autoenrollment, all servers running NPS, RRA, or both on your network will automatically receive a server certificate when Group Policy on the server is refreshed. If you add more servers later, they will automatically receive a server certificate.
	Refresh Group Policy on servers running NPS and RRA. When Group Policy is refreshed, the servers receive two certificates. One certificate is the server certificate, which is based on the template that you configured in the previous step. This certificate is used by the server to prove its identity to client computers that attempt to connect to your network. The other certificate is the CA's certificate, which is automatically installed in the Trusted Root Certification Authorities certificate store. 
The server uses this certificate to determine whether to trust the certificates it receives from other computers. For example, if you deploy EAP-TLS, client computers use a certificate to prove their identities to the server running NPS. When the server receives a certificate from a client computer, trust for the certificate is established because NPS has the issuing CA certificate in its own Trusted Root Certification Authorities certificate store.
[image: ]Note 
If you restart the NPS or RRA server, Group Policy is automatically refreshed.
[bookmark: _Toc187476162]Server Certificate Deployment Planning
Before you deploy server certificates, you must plan the following items:
	Public key infrastructure
	Basic server configuration
	Domain access
	Server certificate configuration
[bookmark: _Toc187476163]Planning the public key infrastructure
This guide provides instructions on deploying one CA that is both an enterprise root CA and an issuing CA. For security and CA availability reasons, this public key infrastructure (PKI) deployment might not be the best choice for your network. In some cases you might want to add one or more subordinate CAs and design a full PKI plan that allows your network and CA deployment to scale as your information technology needs change. 
For information on designing and deploying a PKI, see the Additional Resources section later in this document.
[bookmark: _Toc187476164]Planning basic server configuration
After you install Windows Server 2008 on the computer that will be the CA for the foundation network, you must change the password for the Administrator account on the local computer, rename the computer, and assign and configure a static IP address for the local computer. 
For more information, see the Windows Server 2008 Foundation Network Guide topic Configuring All Servers in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?LinkId=106050).
[bookmark: _Toc187476165]Planning domain access
To log on to the domain, the computer must be a domain member computer and the user account must be created in AD DS before the logon attempt. 
For more information, see the Windows Server 2008 Foundation Network Guide topic Joining Computers to the Domain and Logging On in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?LinkId=106051).
[bookmark: _Toc187476166]Planning server certificate configuration
All certificates that are used for network access authentication with EAP-TLS and PEAP must meet the requirements for X.509 certificates and work for connections that use Secure Sockets Layer/Transport Layer Security (SSL/TLS). 
When you plan the design of your server certificate by using a copy of the RAS and IAS Servers certificate template, ensure that you review the instructions in this guide. These instructions meet all of the following requirements for deploying server certificates for use with EAP and PEAP:
	The Subject name contains a value. If you issue a certificate to your NPS server that has a blank Subject, the certificate is not available to authenticate your NPS server.
	The server certificate chains to a trusted root CA and does not fail any of the checks that are performed by CryptoAPI and that are specified in the remote access policy or network policy.
	The NPS or VPN server certificate is configured with the Server Authentication purpose in Application Policies extensions (also called Enhanced Key Usage or EKU extensions). The object identifier for Server Authentication is 1.3.6.1.5.5.7.3.1.
	The server certificate is configured with a required algorithm value of RSA.
	The Subject Alternative Name (SubjectAltName) extension, if used, must contain the DNS name of the server.
[bookmark: _Toc187476167]Certificate availability in NPS network policy
With PEAP and EAP-TLS, NPS servers display a list of all installed certificates in the computer certificate store, with the following exceptions:
	Certificates that do not contain the Server Authentication purpose in Application Policies extensions are not displayed.
	Certificates that do not contain a Subject name are not displayed.
	Registry-based and smart card logon certificates are not displayed.
[bookmark: _Toc187476168]Server Certificate Deployment
Follow these steps to install an enterprise root certification authority (CA) and to deploy server certificates for use with PEAP and EAP.
	Install the certification authority (CA)
	Configure the server certificate template
	Configure server certificate autoenrollment
	Refresh Group Policy
[image: ]Note 
The procedures in this guide do not include instructions for cases in which the User Account Control dialog box opens to request your permission to continue. If this dialog box opens while you are performing the procedures in this guide, and if the dialog box was opened in response to your actions, click Continue.
[bookmark: DSDOC_fa6f3f27_f9f3_4dda_9044_f14ab05a7d][bookmark: _Toc187476169]Install the certification authority (CA)
You can use this procedure to install Active Directory® Certificate Services (AD CS) so that you can enroll a server certificate to servers running Network Policy Server (NPS) and Routing and Remote Access (RRA) service. 
[image: ]Important 
To perform this procedure, the computer upon which you are installing AD CS must be joined to a domain where Active Directory Domain Services (AD DS) is installed. To autoenroll server certificates to computers running NPS and RRA, you must install AD CS in either the Windows Server 2008 Enterprise Edition or the Datacenter Edition operating system.
Membership in both the Enterprise Admins and the root domain's Domain Admins group is the minimum required to complete this procedure.
[image: ]To install Active Directory Certificate Services
	1.	Log on as a member of both the Enterprise Admins group and the root domain's Domain Admins group.
2.	Click Start, and then click Server Manager. The Server Manager console opens. In Roles Summary, click Add roles.
3.	The Add Roles Wizard opens. Click Next.
4.	On the Select Server Roles page, in Roles, select Active Directory Certificate Services, and then click Next twice.
5.	On the Select Role Services page, in Role services, verify that Certification Authority is selected, and then click Next.
6.	On the Specify Setup Type page, verify that Enterprise is selected, and then click Next.
7.	On the Specify CA Type page, verify that Root CA is selected, and then click Next.
8.	On the Set Up Private Key page, verify that Create a new private key is selected, and then click Next.
9.	On the Configure Cryptography for CA page, keep the default settings for CSP (RSA#Microsoft Software Key Storage Provider) and hash algorithm (sha1), and determine the best key character length for your deployment. Large key character lengths provide optimal security; however, they can impact server performance. It is recommended that you keep the default setting of 2048 or, if you deem it appropriate for your deployment, reduce Key character length to 1024. Click Next.
10.	On the Configure CA Name page, keep the suggested common name for the CA or change the name according to your requirements, and then click Next.
11.	On the Set Validity Period page, in Select validity period for the certificate generated for this CA, type the number and select a time value (Years, Months, Weeks, or Days). The default setting of five years is recommended. Click Next.
12.	On the Configure Certificate Database page, in Certificate database location and Certificate database log location, specify the folder location for these items. If you specify locations other than the default locations, ensure that the folders are secured with access control lists (ACLs) that prevent unauthorized users or computers from accessing the CA database and log files.
13.	Click Next, and then click Finish.



[bookmark: DSDOC_e16a65b2_4eec_4dd6_a7e3_7129f528f0][bookmark: _Toc187476170]Configure the server certificate template
You can use this procedure to configure the certificate template that Active Directory® Certificate Services (AD CS) uses as the basis for server certificates enrolled to servers running Network Policy Server (NPS) and Routing and Remote Access (RRA) service.
[bookmark: _Toc187476171]Configure the certificate template
Membership in both the Enterprise Admins and the root domain's Domain Admins group is the minimum required to complete this procedure.
[image: ]To configure the certificate template
	1.	On the computer where AD CS is installed, click Start, click Run, type mmc, and then click OK.
2.	On the File menu, click Add/Remove Snap-in, and then click Add. The Add or Remove Snap-ins dialog box opens.
3.	In Available snap-ins, double-click Certification Authority. Select the CA that you want to manage, and then click Finish. The Certification Authority dialog box closes, returning you to the Add or Remove Snap-ins dialog box.
4.	In Available snap-ins, double-click Certificate Templates, and then click OK.
5.	In the console tree, click Certificate Templates. All of the certificate templates are displayed in the details pane.
6.	In the details pane, click the RAS and IAS Server template.
7.	On the Action menu, click Duplicate Template. In the Duplicate Template dialog box, select the template version that is appropriate for your deployment. For client and server interoperability reasons, it is recommended that you select Windows Server 2003, Enterprise Edition. 
8.	Click OK. The Properties dialog box for the certificate template opens.
9.	On the General tab, in Display Name, type a name for the certificate template or keep the default name. 
10.	Click the Security tab. In Group or user names, click RAS and IAS servers.
11.	In Permissions for RAS and IAS servers, under Allow, select the Enroll and Autoenroll permission check boxes, and then click OK.
12.	In the left pane of the Microsoft Management Console (MMC), double-click Certification Authority, double-click the CA name, and then click Certificate Templates. On the Action menu, point to New, and then click Certificate Template to Issue.
13.	Click the name of the certificate template that you just configured, and then click OK. For example, if you did not change the default certificate template name, click Copy of RAS and IAS Server, and then click OK.



[bookmark: DSDOC_a868de47_eed1_4ae5_90bb_98952ec25e][bookmark: _Toc187476172]Configure server certificate autoenrollment
You can use this procedure to autoenroll server certificates to domain member computers running Network Policy Server (NPS), Routing and Remote Access (RRA) service, or both.
[image: ]Note 
Before you perform this procedure, you must configure a server certificate template by using the Certificate Templates Microsoft Management Console snap-in on a CA that is running AD CS.
Membership in both the Enterprise Admins and the root domain's Domain Admins group is the minimum required to complete this procedure.
[image: ]To configure server certificate autoenrollment
	1.	On the computer where Active Directory Domain Services is installed, click Start, click Run, type mmc, and then click OK.
2.	On the File menu, click Add/Remove Snap-in. The Add or Remove Snap-ins dialog box opens.
3.	In Available snap-ins, scroll down to and double-click Group Policy Management Editor, and then click OK. The Group Policy Wizard opens.
4.	In Select Group Policy Object, click Browse. The Browse for a Group Policy Object dialog box opens.
5.	In Domains, OUs, and linked Group Policy Objects, click Default Domain Policy, and then click OK.
6.	Click Finish, and then click OK.
7.	Double-click Default Domain Policy. In the console, expand the following path: Computer Configuration, Policies, Windows Settings, Security Settings, and then Public Key Policies.
8.	Click Public Key Policies. In the details pane, double-click Certificate Services Client - Auto-Enrollment. The Properties dialog box opens. Configure the following items, and then click OK:
a.	In Configuration Model, select Enabled.
b.	Select the Renew expired certificates, update pending certificates, and remove revoked certificates check box.
c.	Select the Update certificates that use certificate templates check box. 



[bookmark: DSDOC_adb36c3b_445d_46e3_a040_41fb8b475d][bookmark: _Toc187476173]Refresh Group Policy
You can use this procedure to refresh Group Policy on computers running Windows Server 2008.
Membership in Administrators, or equivalent, is the minimum required to complete this procedure.
[image: ]To refresh Group Policy on the local computer
	1.	Click Start, click Run, type cmd, and then press ENTER. The Command Prompt window opens.
2.	Type gpupdate, and then press ENTER.



[bookmark: DSDOC_546d0e3e_8992_46bf_a93f_ecde11d07b][bookmark: _Toc187476174]Additional Resources
For more information about the technologies that are discussed in this guide, see the following resources:
	Active Directory Certificate Services in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?LinkId=101450)
	Active Directory Domain Services in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?LinkId=96418)
	Deployment Planning (Best Practices for Implementing a Microsoft Windows Server 2003 Public Key Infrastructure) in the Windows Server TechCenter (http://go.microsoft.com/fwlink/?LinkId=106049)
	Network Policy Server (NPS) in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?LinkId=104545)  
	Network Policy Server in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?LinkId=93758)
	Windows Server 2008 Foundation Network Guide, which you can download from the Microsoft Download Center (http://go.microsoft.com/fwlink/?LinkId=105231)
	Windows Server 2008 Foundation Network Guide topic Configuring All Servers in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?LinkId=106050)
	Windows Server 2008 Foundation Network Guide topic Joining Computers to the Domain and Logging On in the Windows Server 2008 Technical Library (http://go.microsoft.com/fwlink/?LinkId=106051)
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