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Abstract
This document details the information about revocation checking behavior in Windows Vista ® and Windows Server® 2008. The paper includes recommendations for optimizing revocation checking behavior.
[image: f:\dsbuildroot\wsitpro\1033\Art\DocCoverBottom\DocCoverBottom.gif]












This document is provided for informational purposes only and Microsoft makes no warranties, either express or implied, in this document.  Information in this document, including URL and other Internet Web site references, is subject to change without notice.  The entire risk of the use or the results from the use of this document remains with the user.  Unless otherwise noted, the example companies, organizations, products, domain names, e-mail addresses, logos, people, places, and events depicted herein are fictitious, and no association with any real company, organization, product, domain name, e-mail address, logo, person, place, or event is intended or should be inferred.  Complying with all applicable copyright laws is the responsibility of the user.  Without limiting the rights under copyright, no part of this document may be reproduced, stored in or introduced into a retrieval system, or transmitted in any form or by any means (electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of Microsoft Corporation. 
Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject matter in this document.  Except as expressly provided in any written license agreement from Microsoft, the furnishing of this document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.
© 2009 Microsoft Corporation.  All rights reserved.
Active Directory, Microsoft, Windows, Windows Server, and Windows Vista are trademarks of the Microsoft group of companies.
All other trademarks are property of their respective owners.



Contents
Certificate Revocation Checking in Windows Vista and Windows Server 2008	5
Revocation terminology	5
What’s New in Certificate Revocation in Windows Vista and Windows Server 2008	7
OCSP Support	7
HTTP 1.1 Caching Proxies	8
Pre-Fetching Revocation Information	8
TLS and PKINIT Stapling	8
Changes to Network Retrieval of PKI Objects	9
Independent OCSP Signing Certificate	9
How Certificate Revocation Works	9
Basic Certificate Chain Validation	10
Chain Building	10
Certificate Validation	10
Only Evaluate Chains that Terminate in a Trusted Root Certificate	11
Validating Revocation Information	11
Determining Preference between OCSP and CRLs	12
CRL Specific Information	12
OCSP Specific Information	13
Network Retrieval and Caching	13
Basic Operations	13
HTTP Operations	14
Using ETags and Max-age in a Request	15
LDAP Server Retrieval	19
Disk and Memory Caches	19
Flushing the Memory Cache	21
Pre-Fetching	21
Motivation for Pre-Fetching	21
The Pre-Fetch Algorithm	22
Support for Independent OCSP Signer and Custom OCSP URLs	23
Motivating Scenarios	24
Building the OCSP Signing Certificate Chain	25
Revocation Checking for the OCSP Signing Chain	25
Optimizing the Revocation Experience	26
Defining Default Behavior	26
Implementing OCSP for Previously Issued Certificates	26
Use HTTP	27
Limit the Number of URLs	27
Overlapping CRL and OCSP validity periods	27
Minimize the Lifetime of OCSP Signing Certificates	28
Do Not Implement OCSP Options that Prevent Caching	28
Defining Pre-Fetch Options	28
Use CryptoAPI 2.0 Diagnostics to Troubleshoot Revocation Settings	29
Use Group Policy to Define Revocation Behavior	29
Appendix A: Managing OCSP Settings with Group Policy	29
Add OCSP Checking without Reissuing Certificates	30
Changing the Default Revocation Checking Behavior	31
Changing Path Validation Settings	32
Appendix B: Configuring ETag and Max-Age in IIS	33
Configuring the ETag Header	33
Configuring the Max-Age Header	33
Appendix C: Certificate Revocation References	34
Certificate revocation references	34


[bookmark: _Toc243276697][bookmark: z6354dd1a47bf4ec988f866ca78c22f46]Certificate Revocation Checking in Windows Vista and Windows Server 2008
Windows Vista® and Windows Server® 2008 introduce changes in revocation checking behavior. These changes include an Online Certificate Status Protocol (OCSP) client and an OCSP responder, servers configured to enable clients to pre-fetch revocation information, and OCSP settings managed through Group Policy. 
This document provides details to system administrators how to modify revocation configuration to take advantage of these changes to provide more timely revocation information to clients. Topics in this white paper include:
	What’s New in Certificate Revocation in Windows Vista and Windows Server 2008
	How Certificate Revocation Works
	Pre-Fetching
	Support for Independent OCSP Signer and Custom OCSP URLs
	Optimizing the Revocation Experience
	Appendix A: Managing OCSP Settings with Group Policy
	Appendix B: Configuring ETag and Max-Age in IIS
	Appendix C: Certificate Revocation References
[bookmark: _Toc243276698]Revocation terminology
The following terms and acronyms are used throughout this document.
	Abstract Syntax Notation One (ASN.1). A standard to describe messages that can be sent or received in a network. ASN.1 specifies the rules for describing the structure of objects.
	Authority information access . A certificate extension that contains URLs where the issuing CA certificate can be retrieved. The authority information access extension can contain HTTP or Lightweight Directory Access Protocol (LDAP) URLs. If OCSP is implemented, the authority information access extension will also include URLs for communicating with OCSP responders.
	Certificate revocation list (CRL). A digitally signed list issued by a CA that contains certificates that are revoked. The list includes the serial number of the certificate, the date that the certificate was revoked, and the reason for revocation. Applications can perform CRL checking to determine a presented certificate's revocation status. CRLs can also be referred to as base CRLs to differentiate them from delta CRLs.
	Certification authority (CA). An entity that issues certificates that assert information about a specific user, computer, or organization requesting the certificate under a set of certificate issuance policies.
	CryptoAPI. A set of Windows APIs that provide low level cryptographic primitives and higher level cryptographic technologies, such as X.509 certificate processing, management, and cryptographic messaging.
	Cryptography Next Generation (CNG). A replacement of the CryptoAPI that enables support for Suite B cryptographic algorithms such as elliptic curve cryptography (ECC).
	CRL distribution point. A certificate extension that indicates where the CRL for a CA can be retrieved. This extension can contain multiple HTTP or LDAP URLs for the retrieval of the CRL.
	Delta CRL. A type of CRL that contains the list of certificates revoked since the last base CRL was published. Delta CRLs are frequently used in environments where many certificates are revoked to optimize bandwidth usage.
	ETag. The entity tag header is a value used for comparing two or more entities from the same requested HTTP URL. The origin server must guarantee the ETag is unique across all versions of an object associated with a particular URL.
	Issuing Distribution Point (IDP). The IDP extension is a CRL extension that lets relying parties determine the necessary scope of a CRL when a CA certificate is renewed or re-keyed (renewed with new key). The IDP indicates whether the CRL covers revocation for end-entity certificates only, CA certificates only, attribute certificates only, or a limited set of reason codes.
	Max-age. The Max-age header contains the time in seconds that a HTTP proxy can field requests without revalidating with the origin server. 
	Online Certificate Status Protocol (OCSP). A protocol that enables high-performance validation of certificate status. 
	Public Key Cryptography for Initial Authentication in Kerberos (PKINIT). A protocol that extends the Kerberos protocol by using public key cryptography in the initial authentication exchange to enable user logon with a smart card.
	Public key infrastructure (PKI). A PKI consists of one or more CAs that issue X.509 certificates, resources that provide revocation and validation information for certificates, and the certificates that are issued to security entities on the network.
	Transport Layer Security (TLS).  A protocol that provides data confidentiality and integrity of network communications between a client and a server. TLS is comprised of two layers: the TLS Handshake Protocol, which enables a server and client to authenticate one another, negotiate an encryption algorithm and securely exchange cryptographic keys, and the TLS Record Protocol which uses symmetric data encryption to provide data confidentiality.
[bookmark: _Toc243276699][bookmark: z0b2694345b214bea8dd29ee6a232aee9]What’s New in Certificate Revocation in Windows Vista and Windows Server 2008
[bookmark: _Toc243276700]OCSP Support
Windows Vista and Windows Server 2008 add the following native support for OCSP: 
	The OCSP client. The OCSP client is integrated into CryptoAPI on Windows Vista and Windows Server 2008 operating systems. The OCSP client, based on RFC 5019, “The Lightweight Online Certificate Status Protocol (OCSP) Profile,” enables the client to determine the revocation status of a specific certificate by using OCSP. Applications that use CryptoAPI to perform certificate validation will obtain the benefits of OCSP without modification.
	The Online Responder service. The Online Responder service is installed by adding the Active Directory® Certificate Services (AD CS) Role to a server and designating the OCSP role service. For more information about deploying the Online Responder service, see “Installing, Configuring, and Troubleshooting the Online Responder” (http://go.microsoft.com/fwlink/?LinkId=85461).
[image: ]Note 
In versions of Windows earlier than Windows Vista and Windows Server 2008, the only way to deploy and use OCSP in a Windows network was to purchase and deploy third-party software. Windows Vista and Windows Server 2008 are the first Microsoft operating systems that natively support OCSP.
The OCSP integration in Windows Vista and Windows Server 2008 provides the following benefits:
	Low latency and improved user experience. The OCSP request and response packets are HTTP packets of a known and small size. The actual number of certificates revoked by the CA is irrelevant to the requesting client. The client only receives revocation status information about the certificate specified in the request. The small size significantly improves user experience when certificate revocation checking is enabled.
	Delegated OCSP signing. OCSP requests do not have to be signed with the same private key as the certificate issuer. Because the operator of the OCSP responder does not need access to the CA’s signing key, you can limit access to CA’s signing key to only personnel that are necessary for the issuance of certificates.
	Choose the best revocation technology for the scenario. If revocation information can be obtained through both OCSP and CRL, Windows Vista and Windows Server 2008 can be configured to use only OCSP or CRL through Group Policy. By default, Windows will select the best protocol based on usage pattern.
[image: ]Note 
The Microsoft OCSP client and OCSP Responder both support RFC 5019 “Lightweight Online Certificate Status Protocol (OCSP) Profile for High Volume Environments.” RFC 5019 provides deploying improving revocation checking performance in high-volume deployments.
[bookmark: _Toc243276701]HTTP 1.1 Caching Proxies
CryptoAPI in Windows Vista and Windows Server 2008 can retrieve revocation responses from HTTP 1.1 proxy servers. The use of proxy servers reduces the load on the revocation servers. Instead of the revocation server continually serving the same CRL or OCSP response to multiple clients, the requests are cached and served by the proxy server.
For example, consider the case of multiple client computers that use the same HTTP 1.1 proxy server connecting to an Secure Sockets Layer (SSL)-protected Web server. The first client will query the revocation status of the Web server’s certificate by submitting an OCSP request to the OCSP Responder. The responder’s request will be cached by the proxy server. When the next clients attempt to connect to the Web server, the OCSP responses, if time-valid, will be served by the HTTP 1.1 proxy server. This eliminates the request and response cycle from the OCSP responder.
[bookmark: _Toc243276702]Pre-Fetching Revocation Information
Windows minimizes the delay associated with certificate revocation checking by downloading updates of revocation information that was used previously to validate certificates, before they are needed. Updated versions of CRLs or OCSP responses in the disk cache are downloaded from either HTTP or LDAP URLs prior to use. To enable pre-fetching, the CA or Online Responder service must make updated revocation information available sooner than the expiration of the previous update.
[bookmark: _Toc243276703]TLS and PKINIT Stapling
Both TLS and PKINIT support the concept of stapling OCSP responses during a connection attempt to the server. A server will send requests to the OCSP responder regularly to determine the revocation status of its certificate. The current OCSP response is then cached at the server for future use.
When a client connects to the server, the cached OCSP response is included in the TLS handshake between the client and the server. This stapling of the response moves the resource cost in providing an OCSP response from the CA or OCSP responder to the target server in the TLS connection. Instead of requiring every client of the server to connect to the OCSP responder to determine the revocation status of the server’s certificate, the OCSP responder only communicates with the server at the predefined intervals.
If the server is behind a firewall, you may have to configure the firewall to explicitly allow outgoing HTTP connections to enable the server to connect to the OCSP responder.
[image: ]Important 
The OCSP response is still a trusted response because the response is signed by the certification authority or OCSP responder, not the target server.
[bookmark: _Toc243276704]Changes to Network Retrieval of PKI Objects
Windows Vista SP1 and Windows Server 2008 implement changed behavior for the network retrieval of PKI objects referenced in the authority information access and CRL distribution point extensions of a certificate. Windows Vista SP1 and Windows Server 2008 only support network retrieval by using the following protocols:
	File protocol. By default, the FILE protocol is disabled for network retrieval of PKI objects. The FILE protocol can be enabled by modifying the registry.
	HTTP. The public key infrastructure (PKI) client performs authentication only to locally configured proxies. By default, authentication is only performed when the proxy server returns an error message that proxy authentication is required. 
	LDAP. The PKI client signs and encrypts all LDAP traffic for PKI objects and only uses Kerberos authentication if authentication is required for network retrieval.
[image: ]Note 
For more information about modifying the registry to change the network retrieval behavior back to the previous network retrieval behavior, see article 946401 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=164807).
[bookmark: _Toc243276705]Independent OCSP Signing Certificate
Windows Vista SP1 and Windows Server 2008 enable the OCSP signing certificate implemented by the OCSP responder to use a certificate that terminates in a different root CA than the CA whose revocation information is reported in the OCSP responses. This feature enables an organization with a diverse PKI to limit sources of revocation information and the CAs that can issue OCSP signing certificates.
[bookmark: _Toc243276706][bookmark: z9db200fd818c49508c1f529c9d0dacb8]How Certificate Revocation Works
The following sections provide summaries of how certificate revocation checking works. The summaries include:
	Basic chain and certificate validation
	Validating revocation information
	Network retrieval and caching
[bookmark: z1][bookmark: _Toc243276707]Basic Certificate Chain Validation
When CryptoAPI builds and validates a certificate chain, three distinct phases take place:
1.	All possible certificate chains are built using locally cached certificates. If none of the certificate chains ends in a self-signed certificate, CryptoAPI then selects the best possible chain and attempt to retrieve issuer certificates specified in the authority information access extension to complete the chain. This process is repeated until a chain to a self-signed certificate is built.
2.	For each chain that ends in a self-signed certificate in the trusted root store, revocation checking is performed. 
3.	Revocation checking is performed from the root CA certificate down to the evaluated certificate.
[bookmark: _Toc243276708]Chain Building
CryptoAPI attempts to build all possible certificate chains. Certificate will be collected from the following locations:
	Certificates provided by the application. Some applications will include the ability to preload all certificates in their certificate chain and distribute the certificates to clients.
	The set of certificates already cached in memory by the certificate validation engine (Crypt32.dll). Each process that uses Crypt32.dll may have one or more certificate validations executing, each with its own separate state and memory cache.
	Local certificate stores including Group Policy. Certificates that are manually installed into the Trusted Root and Intermediate certificate stores (including those downloaded by Group Policy) can be used to build a certificate chain.
	Certificates stored in the local disk cache by CryptoAPI.
	Network Retrieval from locations specified in the authority information access extension. The URLs are only used if CryptoAPI cannot build a single chain that chains to a self-signed certificate from the previously mentioned certificate locations.
At the end of the process, CryptoAPI will compute and report error or information status based on the error and status codes.
[bookmark: _Toc243276709]Certificate Validation
After CryptoAPI starts validating the individual certificates in the presented certificate chain(s), the following checks are performed:
1.	CryptoAPI determines whether the certificate is included in the Untrusted certificate store. All certificates in the Untrusted certificate store are explicitly designated as disallowed certificates.
2.	If the certificate included a stapled OCSP response and the stapled response is time valid, use the stapled OCSP response to valid the revocation status of the certificate.
3.	If a CRL with the matching issuer name and optionally the same IDP is already in the CA store, use that version of the CRL.
4.	If a stapled response or previously downloaded CRL is not available, then CryptoAPI must attempt URL retrieval to determine the revocation status of the certificate.
5.	The URLs for OCSP and CDP are built in the following order:
a.	OCSP URLs from Group Policy
b.	OCSP URLs from the authority information access extension
c.	CRL URLs from the CDP extension
[image: ]Note 
If delta CRLs are implemented, then base and delta CRL processing will continue using the same processes described in the following white paper: Certificate Revocation and Status Checking  (http://go.microsoft.com/fwlink/?LinkID=27081).
In some cases, CryptoAPI may retrieve CRLs before OCSP URLs. This only occurs when one of the following two circumstances exist:
	The number of cached OCSP responses for a specific certificate issuer exceeds the magic number defined in Group Policy. This number is 50 by default.
	Group Policy is configured to prefer CRLs over OCSP for revocation checking.
[image: ]Note 
Details on how CryptoAPI decides between using OCSP or CRLs for revocation status checking are discussed in the Determining preference between OCSP and CRLs section later in this document.
[bookmark: _Toc243276710]Only Evaluate Chains that Terminate in a Trusted Root Certificate
After CryptoAPI builds a certificate chain up to a trusted root authority certificate, it will check for certificate revocation. The validation will continue from the root CA certificate to the entity certificate presented to the application. If there are multiple certificate chains that terminate in a trusted root authority certificate, then CryptoAPI will validate each chain until it finds a chain that is not revoked.
[bookmark: z2][bookmark: _Toc243276711]Validating Revocation Information
When CryptoAPI determines the revocation status of a certificate, it is done by either examining the CRL or the OCSP response. In both cases, if the certificate is revoked, the revocation date is determined by comparing the current date with the RevocationDate field in the CRL or the OCSP response.
[bookmark: z4][bookmark: _Toc243276712]Determining Preference between OCSP and CRLs
Although the default behavior in Windows Vista is to prefer OCSP URLs in the authority information access extension to CRL distribution point URLs, it is not realistic to assume that OCSP will always be preferred over CRLs. 
It is possible that a single server has issued several certificates that must be validated in the same revocation period. In this scenario, it may be less bandwidth intensive to download the CRL at the beginning of the revocation period than to request an OCSP response every time a certificate issued by the CA is validated.
For example, a typical OCSP response is 2 kilobytes (KBs). If smart card logon is enabled, a domain controller will cache approximately 100 megabytes (MBs) of OCSP responses after validating 50,000 user certificates during the logon process. In comparison, a CRL with 50,000 entries would be approximately 4 MBs (based on an assumption of 80 bytes per entry).
When CryptoAPI must validate a certificate for revocation status, the following algorithm is used:
1.	If a stapled OCSP response that was returned by the TLS server or the DC is time valid, the stapled response is used to validate the certificate.
2.	If the certificate being validated only includes either OCSP or CRL information, then the URLs are processed in the order in which they are presented in the certificate.
3.	If both OCSP URLs and CDP URLs are present, the following routine is followed:
a.	The initial assumption is that OCSP is preferred over CRLs.
b.	When an OCSP response is cached, the URL is hashed and used as the prefix for the file name in the URL cache entry. 
4.	The total number of cached OCSP responses from a single OCSP responder URL is calculated, and then compared to a predefined value known as the magic count. The default magic count value is 50.
	If the number is less than or equal to the magic count, then the OCSP URLs are processed in the order dictated by the authority information access extension.
	If the number of is greater than the magic count, then the CRL URLs are processed in the order dictated by the CRL distribution point extension.
	If none of the OCSP URLs in the authority information access extension succeeds, then fall back to using CRLs.
[image: ]Note 
The magic count value can be specified in the “CryptnetCachedOcspSwitchToCrlCount” DWORD value in the HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\ChainEngine\Config registry key.
[bookmark: _Toc243276713]CRL Specific Information
If the CRL contains an IDP extension, then IDP matching is used to determine whether the IDP name matches the CRL name.
[image: ]Note 
If validated by a client that supports partitioned and indirect CRLs, the IDP extension enables the client to determine the necessary scope of a CRL when a CA certificate is renewed or re-keyed. For Windows Server CAs, the IDP extension can limit revocation information in a CRL to only end-entity certificates or to CA certificates. CryptoAPI does not support attribute certificates or partitioning CRLs by reason codes.
When the CRL is validated, the signature on the CRL is first validated:
	For client computers running versions of Windows earlier than Windows Vista, the signer must use the same name and key as the certificate issuer.
	For Windows Vista and Windows Server 2008, the CRL may be signed with a different key if the signing certificate has the same distinguished name. For example, if a root CA certificate is renewed with a new key pair, the new root CA certificate can be used to sign the earlier version of the CRL.
[bookmark: _Toc243276714]OCSP Specific Information
The signature on OCSP responses must follow the following rules to be considered valid by a Windows Vista or Windows Server 2008 client:
	For Windows Vista, either the OCSP signing certificate must be issued by the same CA as the certificate being verified or the OCSP response must be signed by the issuing CA. 
	For Windows Vista with Service Pack 1 and Windows Server 2008, the OCSP signing certificate may chain up to any trusted root CA as long as the certificate chain includes the OCSP Signing EKU extension.
	CryptoAPI will not support independent OCSP signer during revocation checking on this OCSP signing certificate chain to avoid circular dependency. CryptoAPI will support CRL and delegated OCSP signer only.
We recommend that you enable the id-pkix-ocsp-nocheck (1.3.6.1.5.5.7.48.1.5) extension in the OCSP signing certificate so that no revocation checking is performed on the OCSP signing certificate. This ensures that a CRL is not downloaded to validate the OCSP signing certificate.
[bookmark: z3][bookmark: _Toc243276715]Network Retrieval and Caching
When CryptoAPI performs network retrieval of revocation information, CryptoAPI first determines whether the required revocation information is already cached. The following sections provide details on how network retrieval is performed and how the results are cached.
[bookmark: _Toc243276716]Basic Operations
CryptoAPI first determines whether a time valid version of the revocation object exists in the CryptoAPI disk cache.
If a time-valid object is not found in the disk cache, the network retrieval process starts. For each URL that is available for retrieval, CryptoAPI starts a background thread to perform the network retrieval of that designated object. By default, the calling thread will wait up to 15 seconds for the retrieval to complete (as defined in Group Policy).
1.	If the object takes longer than 15 seconds to download, then CryptoAPI will report the server as offline, even as the retrieval continues in the background. If the CRL distribution point specifies multiple working URLs, then CryptoAPI will start the download of the second URL 15 seconds after the URL retrieval began.
2.	If the application performs a second certificate validation while the first background retrieval continues, then the retrieval for the second validation will fail immediately.
[image: ]Note 
Most applications do not specify to CryptoAPI to use a cumulative time-out. If the cumulative time-out option is not enabled, CryptoAPI will defer to the CryptoAPI default setting which is a per URL time-out of 15 seconds per URL.
CryptoAPI can prevent repeated fetching of objects that are located at unreachable URLs. For example, if the client is behind a firewall that blocks outgoing LDAP connections, no connections to an LDAP URL will succeed. To prevent continued attempts to unreachable URLs:
1.	The unreachable URL is added to a list of unreachable URLs. The list of unreachable URLs is maintained on a per process basis.
2.	CryptoAPI determines the earliest time that it will allow another attempt to retrieve the object at the unreachable URL. Until that time is reached, any attempt to retrieve the object will fail immediately with an offline error.
3.	After the designated time is reached, CryptoAPI will attempt to connect to the URL again. If the connection fails, CryptoAPI will extend the time it will wait until another attempt is processed. The maximum time that it will wait is 30 minutes.
4.	If the attempted connection is successful, then the interval is reset to 15 seconds.
[bookmark: _Toc243276717]HTTP Operations
When CryptoAPI attempts to download a PKI object from an HTTP 1.1 server or from a proxy server, CryptoAPI uses the ETag and Max-age headers to improve operation performance:
	ETag. The ETag header is a value used for comparing two or more entities from the same requested HTTP URI. The client can then use a conditional GET to download the object only if the original object has changed by specifying the ETag from a previous download. 
	Max-age. The Max-age header contains the time in seconds that a HTTP proxy can field requests without revalidating with the origin server. 
[image: ]Note 
If you are publishing CRLs to a Network Load Balanced (NLB) clustered Web service, the method that you implement must be carefully designed to ensure that all nodes in the cluster maintain the same ETag value for a specific CRL. To ensure that the same ETag value is maintained, each node’s version of the CRL must have the same date/time stamp. This is done by copying the CRLs from a single source to all nodes in the cluster. If the CRLs are generated or created on each node of the Web cluster, then the CRLs would have different ETag values.
[bookmark: _Toc243276718]Using ETags and Max-age in a Request
The use of ETag and Max-age minimize bandwidth usage by helping to identify whether the client must download an updated object from the server.
[image: ]

Figure 1   CRL download with caching at the proxy
For example, take the case of an organization that publishes an updated CRL for its root CA every six months. Without using ETag and Max-age, it is possible that a subordinate CA is revoked one month later, but is not recognized by clients until the previous CRL expires in five months time.
However, although the CA is configured with a six month CRL, you can get clients to poll weekly for updates. You can do this by setting the Max-age to 604800 seconds (1 week) and an ETag value.
When the client (Client A in Figure 1) downloads the CRL from the CRL distribution point, the proxy server used by the client will cache both the CRL object and the header information (including the ETag and Max-age). If another client computer (Client C) connects to the proxy server to download the CRL, the proxy will respond with the cached CRL because the Max-Age is still in the period after the current date and time. This is indicated by set of arrows labeled as 2 in the figure.
A week later, the first client will poll for a new CRL by using a conditional GET. The proxy server or origin server will return the CRL object only if it is different from the version cached on the client. The client also sets the Max-age header to 1 week. This forces the proxy server to revalidate the object headers with the origin server. During the week that follows, successive conditional GET requests will be fielded by the proxy server (unless the object is removed from the proxy cache). This process repeats for another 25 weeks until the CA finally replaces its CRL.
The following sections provide detailed information on how HTTP 1.1 Proxy support reduces the bandwidth used in revocation checking.
The Initial Request and Response
When a request is made to a HTTP 1.1 server, the following HTTP header is sent from the client to the HTTP 1.1 server:

	GET http://crl.verisign.com/pca3.crl HTTP/1.1
 Accept: */* 
User-Agent: Microsoft-CryptoAPI/6.0 
Host: crl.verisign.com
 Proxy-Connection: Keep-Alive 



The first line contains the HTTP method (GET), the URI (http://crl.verisign.com/pca3.crl) and the HTTP version (HTTP/1.1).
When the origin server responds, the following data is sent back to the client:

	HTTP/1.1 200 OK 
Proxy-Connection: Keep-Alive 
Connection: Keep-Alive 
Content-Length: 828 
Via: 1.1 PRXY-23
Age: 2339 
Date: Wed, 14 May 2008 23:50:38 GMT 
Content-Type: application/pkix-crl 
ETag: "570084-33c-64a62480" 
Server: Apache/2.2.2 (Unix) 
Last-Modified: Tue, 29 Apr 2008 16:19:14 GMT 
Accept-Ranges: bytes
 Cache-Control: max-age = 86400



The following details are included in the response:
	The first line indicates that the highest HTTP version supported by the server is version 1.1, that the Status code for the operation is 200 signifying the operation was successful, and the reason is OK.
	The Content-Length header indicates the size of the CRL. 
	The Via header indicates the names of the proxy servers.
	The Date header contains the date and time the message was generated at the origin server.
	The Content-Type header indicates that the object is a CRL.
	The ETag header is set to a value of "570084-33c-64a62480".
	The Last-Modified header contains the date and time at which the origin server asserts the object was last modified.
	The Cache-Control: Max-age is set to a value of 86,400 which indicates that the proxy can use the cached object for 1 day before it must determine whether a more recent object is available at the origin server.
If another client were to submit a request for the http://crl.verisign.com/pca3.crl object through the PRXY-23 proxy, the proxy server can respond with the cached copy without revalidating with the origin server (as long as the request is within one day of the original request).
Fetching New Objects
When a client fetches a new object for the first time, CryptoAPI performs a simple HTTP GET without any additional headers. In this case, the server may respond with the following headers along with the requested object:

	HTTP/1.1 200 OK
Via: 1.1 PRXY-23 
Connection: close
Proxy-Connection: close
Content-Length: 38228
Age: 316
Date: Sat, 03 May 2008 01:24:19 GMT
Content-Type: application/pkix-crl
Server: Microsoft-IIS/7.0
Accept-Ranges: bytes
Last-Modified: Wed, 01 May 2008 16:46:38 GMT
ETag: "a29232404390c41:8a2"
Cache-Control: max-age = 864000



When CryptoAPI receives the object, the object will be added to the local cache. In addition, CryptoAPI will cache the ETag, Max-age, Last-Modified, and Via headers.
Although a simple GET is useful, conditional GETs enable the client to be more efficient by avoiding repeated downloads of information that has not changed on the server
Conditional GETs
Conditional headers to the GET method are used by Windows to determine whether the CRL or OCSP has changed since the last download. The two conditional headers used by CryptoAPI are:
	If-Modified-Since. A client can determine whether the requested object has not been modified since the time specified in the If-Modified-Since header. The server will respond with either Not Modified or the updated object. 
	If-None-Match. A client can verify whether a previously requested entity is current by including a list of associated ETags in the If-None-Match header field. The server will respond not modified response that includes the ETag header and updated Max-age header.
If a server receives both the If-None-Match and If-Modified-Since headers, the If-None-Match header takes precedence. CryptoAPI sends only one of these conditional headers in the request. If the server returned the ETag header in its previous response, CryptoAPI will use the If-None-Match header that indicates the provided ETag value. 
If the server did not return the ETag, CryptoAPI will use the Last-Modified header’s date and time included in the previous response and use that date and time in the If-Modified-Since header.
If the server returned both the ETag header and the Last-Modified header, a non-CryptoAPI client can include both the If-None-Match and If-Modified-Since headers. If both headers are submitted in a request, an HTTP 1.1 compliant server is supposed to prefer the If-None-Match header to the If-Modified-Since header if both are submitted in a request.
For example, if a client wished to update the cached version of the codesigning.crl file here, the following conditional GET request would be submitted to the origin server:

	GET http://crl.microsoft.com/codesigning.crl HTTP/1.1
If-None-Match: "a29232404390c41:8a2"
Cache-Control: max-age=86400



The conditional GET also includes a Max-age directive. The directive is included to trigger any intermediate proxies to revalidate with the origin server if the age of its cached object exceeds the max-age indicated in the conditional GET. 
[image: ]Note 
More details about the disk and memory cache are available in the Disk and Memory Caches section later in this document.
If the Server / Proxy Returned an Expired Object
During the execution of a simple GET or a conditional GET, the server may return an expired object to the client. If the origin server or the proxy server returns an expired object, CryptoAPI will assume that one of the proxies in the path is returning the expired object.
The client determines whether the object is expired by inspecting the NextUpdate field in the certificate, CRL, or OCSP response object. The object is considered expired if the date in the NextUpdate field is earlier than the current date or time.
The object is also considered expired if the response from the origin server or proxy server contains a Date header that is more recent than the Date header from the previously cached response. 
To update the expired object, the client will send a new conditional GET request. For an HTTP 1.1 origin server or proxy server, the following request is sent:

	GET http://crl.microsoft.com/codesigning.crl HTTP/1.1
Cache-Control: max-age=0



CryptoAPI can also support the use of LDAP for PKI object retrieval. The following section provides details on LDAP object retrieval.
[bookmark: _Toc243276719]LDAP Server Retrieval
If CryptoAPI is attempting to download a CRL from an LDAP server, the following behavior is used:
	If the host name is not included in the LDAP URL, CryptoAPI assumes that the CRL is referencing Active Directory and the LDAP query is submitted to the nearest domain controller.
	The LDAP scope is limited to the base referenced in the LDAP URL.
	CryptoAPI will make a maximum of three attempts to connect to the LDAP server:
a.	CryptoAPI will first attempt to bind to the LDAP server using mutual authentication. It will make the connection attempt with LDAP_OPT_VERSION set to V3 and will use Kerberos for signing and encryption. This is a change in Windows Vista SP1 and Windows Server 2008. Previously, CryptoAPI would fall back to NTLM if Kerberos authentication failed.
b.	If the server responds with LDAP_AUTH_METHOD_NOT_SUPPORTED or LDAP_INVALID_CREDENTIALS, then CryptoAPI will fall back use anonymous authentication with LDAP_OPT_VERSION set to V3.
c.	If the anonymous authentication attempt fails, CryptoAPI will retry the connection using LDAP_OPT_VERSION set to V2.
Whether HTTP or LDAP is used, the downloaded objects are stored in the either the disk cache, the memory cache, or both the disk cache and memory cache of the client. The following section provides details on each cache and its use.
[bookmark: z5][bookmark: _Toc243276720]Disk and Memory Caches
CryptoAPI uses the following two caches for CRLs and OCSP responses: 
	A disk cache, which maintains copies of all CRLs and OCSP responses retrieved during the revocation checking process on the local file system. All items in the disk cache are maintained until their validity period expires.
	A memory cache, which contains revocation information used by a specific process. The memory cache is maintained within the memory used by the calling process. When the process terminates, the memory is released and the memory cache is flushed. If an object exists in the disk cache, the object is read into the memory cache for the calling process.
Table 1 provides details on the disk cache locations for computers running Windows Vista and Windows Server 2008, or Windows XP and Windows Server 2003 operating systems.

	Location
	Windows XP and Windows Server 2003
	Windows Vista and Windows Server 2008

	Per User
	C:\Documents and Settings\username\Application Data\Microsoft\CryptnetUrlCache
	C:\Users\username\AppData\LocalLow\ Microsoft\CryptnetUrlCache

	Per Computer
	C:\Windows\System32\config\ systemprofile\Application Data\ Microsoft\CryptnetUrlCache
	C:\Windows\System32\config\ systemprofile\AppData\LocalLow\ Microsoft\CryptnetUrlCache



Table 1   Disk cache locations
Flushing the Disk Cache
For Windows XP or Windows Server 2003, it is now supported to delete items from the disk cache. There are different commands available for flushing the cache:
	To delete the CRL cache:
certutil -urlcache crl delete

	To delete the OCSP cache:
certutil -urlcache ocsp delete

	To delete all cache entries:
certutil -urlcache * delete

[image: ]Important 
It may be necessary to restart the application or even the computer in order to flush the CRL cache  in Windows XP or Windows Server 2003.
[image: ]Notes 
To use Certutil.exe on a Windows XP client, you must install the Windows Server 2003 Administration Tools Pack.
Certutil.exe works in the user context in which it is called. The commands here would delete the cache for the currently logged in user. To delete the cache for other users, the command would need to be run in corresponding user context.
Windows Vista and Windows Server 2008 also support flushing of items from the disk cache by running the three commands above. When the command is executed, all files are removed from the disk cache location on the file system. We do not recommend deleting the disk cache on Windows Vista. Deleting the disk cache does not delete files that are locked by another application. In addition, deleting the disk cache does not affect applications that have already cached items in memory.
You can also use Certutil.exe to view the current contents of the CRL and OCSP disk cache. The following examples provide details on viewing the CRL and OCSP disk cache:
	If you want to view what is currently in the CRL disk cache:
certutil -urlcache crl

	If you want to view what is currently in the OCSP disk cache:
certutil -urlcache ocsp

[bookmark: _Toc243276721]Flushing the Memory Cache
For Windows Vista and Windows 2008, it is preferable to invalidate the memory cache instead of deleting the disk cache. You can do so by invalidating the cached CRLs and OCSP responses before the time specified in the object.
To invalidate the cache, you must run the following commands from an Administrative command prompt:
	To immediately invalidate all items from the cache:
certutil -setreg chain\ChainCacheResyncFiletime @now

	To invalidate the currently cached items in 1 day, 2 hours:
certutil -setreg chain\ChainCacheResyncFiletime @now+1:2

	To identify the last time that the cache was invalidated:
certutil -getreg chain\ChainCacheResyncFiletime 
[image: ]Note 
If the ChainCacheResyncFiletime was never manually set, the registry key will not exist and the getreg command will fail. This is expected behavior. This registry key is applied for the whole computer, so the commands here will invalidate the cache for all processes running on the computer. To reset the ChainCacheResyncFileTime, set it to a time sufficiently in the past using the setreg command.
[bookmark: _Toc243276722][bookmark: z3f08be3bfa804fdeaf79c21fb199a2e5]Pre-Fetching
Pre-fetching enables a CryptoAPI client to download updates to revocation information used previously to validate certificates before they are needed. Generally, CryptoAPI will attempt to pre-fetch any object in the disk cache. The only exception is CRLs that were retrieved because all of the OCSP URLs specified in a certificate’s authority information access extension failed.
[bookmark: _Toc243276723]Motivation for Pre-Fetching
Pre-fetching was implemented to improve the performance of revocation checking. The reasons for implementing pre-fetch include:
	Pre-fetch works for both OCSP responses and CRLs (Both base CRLs and delta CRLs).
	Pre-fetch eliminates the delays associated with retrieving frequently used revocation information. Instead of waiting for the download of a CRL or OCSP response during the validation of the certificate, the CRL or OCSP response is downloaded before use and is available in the cache.
	Pre-fetch works with both HTTP and LDAP URLs.
	Pre-fetch can reduce the peak load and bandwidth costs of revocation servers by spreading the downloads across the overlap period.
[bookmark: _Toc243276724]The Pre-Fetch Algorithm

Pre-fetching uses the cached ETag and Cache-Control:max-age headers to determine when the CryptoAPI client should attempt to pre-fetch a CRL or OCSP response. In addition, CryptoAPI will use the following attributes from CRLs and OCSP responses when determining the pre-fetch time for an object:
	NextPublish. A noncritical extension that contains the date and time when the CA will publish an updated CRL or OCSP response.
	NextUpdate. A field that denotes the expiry date for the CRL or OCSP response. When the date and time in this field is reached, the client will consider the CRL or OCSP response to be expired.
	ThisUpdate. A field that denotes that the date and time that the CRL or OCSP response was created.
[image: ]


Figure 2   Example of the pre-fetching timeline
CryptoAPI also associates LastSyncTime attribute with every object in the cache and uses this in determining the pre-fetch time.  LastSyncTime is the last time at which an object was checked for freshness with the origin server. LastSyncTime is initially set as the time at which an object is added to the cache, and is updated every time CryptoAPI verifies freshness of the object with the server.
The following algorithm is used to determine when to pre-fetch an object:
1.	Max-age associated with a cached object indicates the time interval for which the object can be used without checking for freshness. CryptoAPI will attempt to verify the freshness of the object if this time interval has elapsed since the value in the LastSyncTime attribute. If the object has changed then CryptoAPI will retrieve and cache the updated object.
[image: ]Note 
This step is skipped if the object’s NextPublish time is earlier than the current time or the object does not have a Max-age value associated with it. In this case, pre-fetch is attempted at a time within the NextPublishPeriod window.
2.	The NextPublishPeriod window is approximately defined as the time between next expected publish time (NextPublish) and expiration (NextUpdate) (as shown in figure 2). CryptoAPI determines a time within this window as follows:
	CryptoAPI calculates a random time in the first half of this window by hashing parts of the HTTP header information.
	CryptoAPI then adds a random number for an additional delay to get the time when the background service should retrieve the object.
If the computed time is earlier than the current time, then CryptoAPI skips pre-fetch and waits until the object expires.
3.	If pre-fetch did not run or the object did not have a NextPublish extension, CryptoAPI computes a new window beyond the NextUpdate time. 
	This new window starts at the NextUpdate time and has a length of the lesser of four hours or the length of the validity period (difference between NextUpdate and ThisUpdate). 
	CryptoAPI then uses the same randomization algorithm as in step 2 to determine a retry time.
[bookmark: _Toc243276725][bookmark: zed499308b6094cbfbe622ced592ae2a6]Support for Independent OCSP Signer and Custom OCSP URLs
To be considered a valid OCSP signing certificate, the certificate must contain the OCSP Signing Enhanced Key Usage (EKU) object identifier (1.3.6.1.5.5.7.3.9). In addition, the certificate must form a valid chain from the OCSP signing certificate to a trusted root CA. Windows Vista SP1 and Windows Server 2008 support an OCSP Signing certificate that chains to a different root CA than the certificate being checked for revocation status (as shown in Figure 3). If the OCSP signing certificate chains up to a different root CA, the chain must be valid for the OCSP Signing usage. In this figure, the OCSP responder implements a signing certificate that chains to Root CA2, but is signing OCSP responses for the Internal Issuing CA1 that chains to Root CA1.
Additionally, Windows Vista SP1 and Windows Server 2008 enable configuration of custom OCSP download locations through Group Policy.
[image: ]

Figure 3 Implementing an independent OCSP signing certificate
[bookmark: _Toc243276726]Motivating Scenarios
Windows Vista SP1 and Windows Server 2008 support the following scenarios for implementing custom OCSP URLs in the authority information access extensions and for implementing OCSP signing certificates that are self-signed or chain to a different root CA than the CA certificate:
1.	Specify OCSP download locations for certificates issued without an OCSP URL in the authority information access.
If you have previously deployed many certificates that did not include an OCSP URL, you can designate an OCSP download location through Group Policy instead of re-configuring the CA and reissuing all affected certificates. 
2.	Override existing OCSP URLs in the authority information access with new locations.
If an organization has deployed internal OCSP URLs in their certificates and now wishes to use the certificates on the external network, the authority information access OCSP URLs must be updated with externally available URLs. Like specifying OCSP download locations for certificates without an OCSP URL, you can designate an externally available URL by using Group Policy.
3.	Use internal OCSP responder when firewall policies prevent network retrieval for revocation checking.
Some networks do not enable connectivity to external networks. If a certificate was issued by a commercial provider, the lack of connectivity to external networks will prevent successful revocation checking. The clients can be redirected to an internally accessible OCSP URL for certificates issued by the commercial provider. Again, Group Policy can be used to designate the internally accessible URL for OCSP revocation checking.
4.	Check revocation using OCSP when OCSP signer certificate is self-signed. 
If a segment of the network is detached from the rest of the network, clients may be unable to connect to any OCSP responders on the network. For example, a submarine crew may be unable to connect to the military network for a period greater than six months. The use of a self-signed certificate for OCSP signing will enable successful revocation checking of the presented certificates.
5.	Check revocation using OCSP when OCSP signer certificate chains up to a different root than the root for the end-entity certificate chain. 
If an organization has a very diverse PKI with multiple issuing CAs, the organization may want to limit the sources of revocation information and the CAs that can issue OCSP signing certificates. It is possible for the OCSP signing certificate to be issued by a CA that chains to a different root CA than the CA for which the OCSP responder is issuing revocation information.
[bookmark: _Toc243276727]Building the OCSP Signing Certificate Chain
To allow the use of a different rooted chain for the OCSP signing certificate, the following changes were made to the chaining engine:
	The certificates, which are part of the chain for the OCSP signing certificate to its root CA, will be sent by the OCSP server as part of the OCSP response. As described in RFC 2560, the OCSP response can also include an explicit sequence of certificates. CryptoAPI 2.0 will look through the certificates in the OCSP response to discover the intermediate certificates that exist between the OCSP signing certificate and the trusted root CA.
	If the OCSP response does not provide enough information to build a certificate chain, CryptoAPI 2.0 will use the authority information access extension in the OCSP signing certificate to build the certificate chain.
If a certificate chain from the OCSP signing certificate to a trusted root CA cannot be validated, then CryptoAPI 2.0 will return an error message that the revocation server was offline.
[bookmark: _Toc243276728]Revocation Checking for the OCSP Signing Chain
CryptoAPI 2.0 will perform revocation checking on all certificates in the chain for the OCSP signing certificate. The only exception is if the OCSP signing certificate has the szOID_PKIX_OCSP_NOCHECK (1.3.6.1.5.5.7.48.1.5) extension. In this case, no revocation checking will be performed on the OCSP signing certificate.
During the revocation check of the OCSP signing certificate, the following will occur:
	All network retrievals for CRLs and OCSP responses are accounted in the cumulative network time-outs for the original chain build. 
	If the result of revocation checking on the OCSP signer certificate chain is revocation offline or unknown, CryptoAPI 2.0 ignores the error and return the revocation status as reported to the original chain build.
	If the result of the revocation checking on the OCSP signing certificate is revoked, then CryptoAPI 2.0 reports a status of revocation offline for the original chain build.
	If any other fatal errors are reported for the OCSP signing certificate chain, then CryptoAPI 2.0 reports a status of revocation offline for the original chain build.
In order to avoid the circularity of revocation checking, CryptoAPI 2.0 does not support independent OCSP signer during revocation checking on this chain. CryptoAPI 2.0 supports CRL and delegated OCSP signer only.
[image: ]Note 
If the chain building is monitored in CryptoAPI 2.0 diagnostics, CryptoAPI 2.0 reports the errors in the OCSP signing certificate chain build. CryptoAPI 2.0 diagnostics will assign the OCSP signing certificate chain build the same TaskID as the original chain build. All certificates used in both chain builds will be logged. For more information about using CryptoAPI 2.0 diagnostics, see Troubleshooting PKI Problems on Windows Vista (http://go.microsoft.com/fwlink/?LinkID=102080).
[bookmark: _Toc243276729][bookmark: ze9814df144a7485ab1d7810676d4a94d]Optimizing the Revocation Experience
The following section provides recommendations for optimizing certificate validation and revocation checking for computers running Windows Vista SP1 and Windows Server 2008.
[bookmark: _Toc243276730]Defining Default Behavior
Leave the default revocation checking behavior to prefer OCSP revocation checking instead of using CRLs for revocation checking. If there are multiple OCSP URLs and multiple CRL distribution point URLs, the computer will try all OCSP URLs before it continues to attempt downloading CRLs from the CRL distribution point URLs. For more information about using Group Policy to define revocation checking behavior for computers running Windows Vista SP1 and Windows Server 2008, see Appendix A: Managing OCSP Settings with Group Policy.
[image: ]Note 
A computer will switch to using CRLs if the number of OCSP responses received from a specific issuer exceeds the default maximum of 50 (which is defined in “CryptnetCachedOcspSwitchToCrlCount” DWORD registry value in the HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\SystemCertificates\ChainEngine\Config registry key).
[bookmark: _Toc243276731]Implementing OCSP for Previously Issued Certificates
As discussed earlier in this paper, you can implement OCSP for certificates that do not have OCSP information in their authority information access extension. The issuing CA certificate can be added to a Group Policy object (GPO) linked to the domain, site, or organizational unit (OU) where the computer account exists. Group Policy lets you to designate one or more OCSP URLs for revocation information validation. When you implement the GPO:
	The OCSP URLs are only applied to the computers running Windows Vista SP1 or Windows Server 2008 that are affected by the GPO.
	The OCSP URLs added in the GPO take precedence over the existing OCSP URLs in the authority information access extension of a validated certificate.
	CRLs can be disabled for the CA, but we do not recommend doing this.
For more information about using Group Policy to define revocation checking behavior for computers running Windows Vista SP1 and Windows Server 2008, see Appendix A: Managing OCSP Settings with Group Policy.
[bookmark: _Toc243276732]Use HTTP
Although AD DS enables publication of CRLs to all domain controllers in the forest, we recommend implementing HTTP instead of LDAP for revocation information publication. Only HTTP enables the use of the ETag and Cache-Control: Max-age headers providing better support for proxies and more timely revocation information. In addition, HTTP provides better heterogeneous support as HTTP is supported by most Linux, UNIX, and network device clients.
[bookmark: _Toc243276733]Limit the Number of URLs
Instead of creating long listings of URLs for OCSP and CRL retrieval, consider limiting the lists to a single OCSP and a single CRL URL. Instead of providing multiple sites, work on ensuring that the sites referenced in the URLs are highly available and can handle the expected bandwidth requirements.
[bookmark: _Toc243276734]Overlapping CRL and OCSP validity periods
You must determine the validity period for CRL and OCSP responses based on your risk assessment. Generally, you should implement your CA so that it overlaps validity periods. For example, you could publish base CRLs daily with a validity period of two days. To determine the validity period for CRLs, use the following guidelines:
	The validity period for issuing CAs should be no less than 12 hours (especially if using LDAP URLs in AD DS). 
	CRLs should not be updated more frequently than every eight hours.
	The validity period for CRLs at offline CAs is typically between three and six months.
[image: ]Note 
The CRL publication intervals must match the intervals defined in the organization’s Certification Practice Statement (CPS). For example, if the CPS requires monthly updates to the root CA’s CRL, then the CRL validity period must be one month.
[bookmark: _Toc243276735]Minimize the Lifetime of OCSP Signing Certificates
We recommend minimizing the lifetime of OCSP signing certificates. The recommended lifetime is two weeks. The two-week recommendation is a balance between risk and the cost (and effort) of updating the OCSP signing certificates. Only a risk assessment can determine the optimal lifetime of OCSP signing certificates for your organization.
We also recommend that you enable the szOID_PKIX_OCSP_NOCHECK (1.3.6.1.5.5.7.48.1.5) extension in the OCSP signing certificate so that no revocation checking is performed on the OCSP signing certificate. This ensures that a CRL is not downloaded to validate the OCSP signing certificate.
[bookmark: _Toc243276736]Do Not Implement OCSP Options that Prevent Caching
Although NONCE values and digital signing improve the security of an OCSP request, they lead to less than optimal performance. Specifically: 
	A NONCE is a unique identifier included in the OCSP request. The intent is to prevent a replay attack. If a NONCE is included, and the Online Responder is enabled to support NONCE, the OCSP responder will ignore a cached OCSP response. A new response is formulated and the response includes the NONCE to tie the response back to the original request.
	If a request is signed, the OCSP responder must again create and send a unique response to the OCSP client.
If NONCE or digital signatures are not allowed, the OCSP responder or a proxy can respond with a time-valid, cached response, resulting in better performance for revocation checking.
[bookmark: _Toc243276737]Defining Pre-Fetch Options
You should enable pre-fetch options at OCSP responders and proxy servers to allow pre-fetching of revocation information by computers running Windows Vista SP1 and Windows Server 2008. Generally, you should enable the following options:
	Ensure that the Web server is configured to implement the ETag field to enable conditional GETs using the If-None-Match header field. For IIS 7.0, the ETag field is enabled by default and configured to ensure that the same ETag is implemented if Internet Information Services (IIS) is deployed in an NLB cluster. 
	Define the Cache Control: Max-age field to the time that a proxy or client is expected to cache the object.
	Set the Max-age to less than the overlap period between the old and the next copy of the object.
	Set a shorter Max-age value for long-lived CRLs. For example, for an offline CA, consider setting Max-age to one week to enable a client computer to determine whether an offline CA CRL is updated weekly.
For more information about implementing ETag and Max-age headers, see Appendix B: Configuring ETag and Max-Age in IIS.
[bookmark: _Toc243276738]Use CryptoAPI 2.0 Diagnostics to Troubleshoot Revocation Settings
If you are experiencing revocation checking problems with a computer running Windows Vista or Windows Server 2008, we recommend that you use CryptoAPI 2.0 diagnostics to troubleshoot the revocation settings. CryptoAPI 2.0 diagnostics provides administrators with the ability to troubleshoot PKI problems by collecting detailed information about certificate chain validation, certificate store operations, and signature verification. For more information about using CryptoAPI 2.0 diagnostics, see Troubleshooting PKI Problems on Windows Vista (http://go.microsoft.com/fwlink/?LinkID=89570).
[bookmark: _Toc243276739]Use Group Policy to Define Revocation Behavior
Group Policy lets you define how revocation behavior will operate in your environment. With Group Policy, you can define:
	Custom URLs for verifying revocation status with OCSP for certificates that do not include OCSP URLs in the authority information access extension.
	Whether your environment prefers OCSP or CRLs for revocation status checking.
	Custom time-outs for CRL and OCSP retrieval.
	Extended lifetimes for CRLs and OCSP responses if a CA or OCSP Responder were to fail.
For more information about using Group Policy to define revocation checking behavior for client computers running Windows Vista SP1 and Windows Server 2008, see Appendix A: Managing OCSP Settings with Group Policy.
[bookmark: _Toc243276740][bookmark: zf3a32ce02f594bcab29439d9023d74ce]Appendix A: Managing OCSP Settings with Group Policy
Windows Server 2008 adds several new Group Policy settings for managing revocation checking for computers running Windows Vista SP1 and Windows Server 2008.
These new management settings include:
	Adding OCSP responder URLs without reissuing certificates.
	Changing the default revocation checking behavior.
	Changing path validation settings.
[bookmark: _Toc243276741]Add OCSP Checking without Reissuing Certificates
After a certificate is issued, you cannot edit the authority information access extension to include an OCSP Responder URL for revocation checking. If you have issued many certificates, you may be unable to reissue all of the certificates to include the new OCSP URL in the authority information access extension.
Group Policy lets you add an OCSP URL for a specific root CA or subordinate CA certificate.
[image: ]To designate an OCSP Responder for an existing CA certificate
	1.	Log on to a domain controller running Windows Server 2008 (or a computer running Windows Server 2008 with the Group Policy Management feature enabled) with a user account that can edit the certificate properties.  
2.	Click Start, click Administrative Tools, and then click Group Policy Management Editor.
3.	In the console tree, expand Forest:ForestName, expand Domains, and then click Domain.
4.	In the details pane, right-click Default Domain Policy, and then click Edit.
[image: ]Note 
You can choose to implement the OCSP responder settings in any GPO.
5.	In the Group Policy Management Editor, in the console tree, expand Default Domain Policy, expand Computer Configuration, expand Policies, expand Windows Settings, expand Security Settings, and then expand Public Key Policies.
	If you are adding a Root CA certificate, right-click Trusted Root Certification Authorities, and then click Import.
	If you are adding a subordinate CA certificate, right-click Intermediate Certification Authorities, and then click Import.
6.	In the Certificate Import Wizard, click Next.
7.	On the File to Import page, in the File name box, type the full path of the new root or subordinate CA certificate, and then click Next.
8.	On the Certificate Store page, click Next.
9.	On the Completing the Certificate Import Wizard page, click Finish.
10.	In the Certificate Import Wizard message box, click OK.
11.	In the details pane, right-click the newly imported certificate, and then click Properties.
12.	In the CANameProperties dialog box, on the OCSP tab, you can define the following options:
	Disable CRLs.
	Add a custom OCSP responder URL.
13.	In the CANameProperties dialog box, click OK.
14.	Close the Group Policy Management Editor.
15.	Close the Group Policy Management console.


[bookmark: _Toc243276742]Changing the Default Revocation Checking Behavior
Group Policy lets you change the default revocation checking behavior for computers running Windows Vista and Windows Server 2008. You can choose to change the default preference of OCSP revocation checking over CRL checking. In addition, you can extend the validity period of OCSP responses and CRLs if there is a CA failure.
[image: ]Note 
As mentioned earlier, the default behavior is to use OCSP for revocation checking instead of CRLs if both methods are available in a certificate presented for validation.
[image: ]To change the default revocation checking behavior
	1.	Log on to a domain controller running Windows Server 2008 (or a computer running Windows Server 2008 with the Group Policy Management feature enabled) with a user account that can edit the snap-in that contains the revocation checking settings.
2.	Click Start, click Administrative Tools, and then click Group Policy Management Editor.
3.	In the console tree, expand Forest:ForestName, expand Domains, and then click Domain.
4.	In the details pane, right-click Default Domain Policy, and then click Edit.
5.	In the Group Policy Management Editor, in the console tree, expand Default Domain Policy, expand Computer Configuration, expand Policies, expand Windows Settings, expand Security Settings, and then expand Public Key Policies.
6.	In the details pane, double-click Certificate Path Validation Settings.
7.	In the Certificate Path Validation Settings Properties dialog box, on the Revocation tab, you can define the following options:
	Always prefer Certificate Revocation Lists over Online Certificate Status Protocol (OCSP) responses (not recommended).
	Allow CRL and OCSP responses to be valid longer than their lifetime (not recommended).
8.	In the Certificate Path Validation Settings Properties dialog box, click OK.
9.	Close the Group Policy Management Editor.
10.	Close the Group Policy Management console.


[bookmark: _Toc243276743]Changing Path Validation Settings
Group Policy also lets you change the default settings for the building and validation of certificate chains. Group Policy lets you define:
	Time-outs for downloading CA certificate and CRLs from designated URLs.
	Time intervals in downloading of Cross-Certification Authority certificates.
In addition, you can enable or disable the update of certificates in the Microsoft Root Certificate Program and enable the retrieval of issuing CA certificates by using the authority information access extension during path validation.
[image: ]To change the default revocation checking behavior
	1.	Log on to a domain controller running Windows Server 2008 (or a computer running Windows Server 2008 with the Group Policy Management feature enabled) with a user account that can edit the Certificate Path Validation Settings snap-in. 
2.	Click Start, click Administrative Tools, and then click Group Policy Management Editor.
3.	In the console tree, expand Forest:ForestName, expand Domains, and then click Domain.
4.	In the details pane, right-click Default Domain Policy, and then click Edit.
5.	In the Group Policy Management Editor, in the console tree, expand Default Domain Policy, expand Computer Configuration, expand Policies, expand Windows Settings, expand Security Settings, and then expand Public Key Policies.
6.	In the details pane, double-click Certificate Path Validation Settings.
7.	In the Certificate Path Validation Settings Properties dialog box, on the Network Retrieval tab (see Figure 6), you can define the following options:
	Automatically update certificates in the Microsoft Root Certificate Program (recommended)
	Default URL retrieval timeout (in seconds): Default = 15
	Default path validation cumulative retrieval timeout (in seconds): Default = 20
	Allow issuer certificate (AIA) retrieval during path validation (recommended)
	Cross-certificates download interval (in hours): Default = 168
8.	In the Certificate Path Validation Settings Properties dialog box, click OK.
9.	Close the Group Policy Management Editor.
10.	Close the Group Policy Management console.



[bookmark: _Toc243276744][bookmark: zb2600ae245e6409f9530aa8d1e0233b8]Appendix B: Configuring ETag and Max-Age in IIS
This appendix describes how to configure the ETag and Max-Age headers.
[bookmark: _Toc243276745]Configuring the ETag Header
For all versions of IIS, the ETag value for a returned object is based on the last modified file time. In addition to this generated value, the ETag field uses a configured metabase change number when generating the ETag value. To enable clustered nodes to return the same ETag value, the nodes in the cluster must be configured with a metabase change number of 0. In addition:
	In IIS 7.0, the metabase change number of 0 is the default setting and cannot be modified.
	In IIS 6.0, you must hard code the value 0 as the ETag change number by editing the metabase. For more information about modifying the ETag change number value in the metabase, see article 922703 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=164805).
	In IIS 5.0, you must hard code the value 0 as the ETag change number by using Mdutil.exe. For more information about modifying the ETag change number value in the metabase, see article 922733 in the Microsoft Knowledge Base (http://go.microsoft.com/fwlink/?LinkId=164806).
[bookmark: _Toc243276746]Configuring the Max-Age Header
The Max-age header defines the maximum time that a proxy server or client will cache a CRL or OCSP response before using a conditional GET to determine whether the object has changed. The following commands let you set, modify, and delete the Max-Age header setting.
[image: ]To enable the Max-Age header
	1.	Log on to the IIS 7.0 server as a member of the local Administrators group.
2.	Open an Administrative command prompt.
3.	At the command prompt, type cd \windows\system32\inetsrv, and then press ENTER.
4.	At the command prompt, type 
appcmd set config /section:httpProtocol
 /+customHeaders.[name='cacheControlHeader',value='max-age=604800']

5.	Close the command prompt.


[image: ]To modify the Max-Age header
	1.	Log on to the IIS 7.0 server as a member of the local Administrators group.
2.	Open an Administrative command prompt.
3.	At the command prompt, type cd \windows\system32\inetsrv, and then press ENTER.
4.	At the command prompt, type 
appcmd set config /section:httpProtocol
 /customHeaders.[name='cacheControlHeader'].value:max-age=86400

5.	Close the command prompt.


[image: ]To view the current httpProtocol custom headers
	1.	Log on to the IIS 7.0 server as a member of the local Administrators group.
2.	Open an Administrative command prompt.
3.	At the command prompt, type cd \windows\system32\inetsrv, and then press ENTER.
4.	At the command prompt, type 
appcmdlist config /section:httpProtocol 

5.	Close the command prompt.


[image: ]Note 
For more information about creating and modifying response headers from the command line and in the IIS Manager interface, see Configuring HTTP Response Headers in IIS 7.0 (http://go.microsoft.com/fwlink/?LinkId=155666). 
[bookmark: _Toc243276747][bookmark: z79d1675106264fd59084d129211e525c]Appendix C: Certificate Revocation References
[bookmark: _Toc243276748]Certificate revocation references
	Certificate Revocation and Status Checking
(http://go.microsoft.com/fwlink/?LinkID=27081)
	Troubleshooting PKI Problems on Windows Vista
(http://go.microsoft.com/fwlink/?LinkID=89570)
	Installing, Configuring, and Troubleshooting the Online Responder
(http://go.microsoft.com/fwlink/?LinkId=85461)
	IIS 7.0: Configuring HTTP Response Headers in IIS 7.0
(http://go.microsoft.com/fwlink/?LinkID=155666)
	RFC 2616 - Hypertext Transfer Protocol - HTTP/1.1
(http://go.microsoft.com/fwlink/?LinkId=155667)
	RFC 5019 - The Lightweight Online Certificate Status Protocol (OCSP) Profile for High-Volume Environments
(http://go.microsoft.com/fwlink/?LinkId=155668)
	RFC 3546 - Transport Layer Security (TLS) Extensions
(http://go.microsoft.com/fwlink/?LinkId=155669)
	RFC 2560 - X.509 Internet Public Key Infrastructure Online Certificate Status Protocol – OCSP
(http://go.microsoft.com/fwlink/?LinkID=67082)
	RFC 5280 - RFC 5280 - Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile
(http://go.microsoft.com/fwlink/?LinkId=155670)
	KB Article 922703: You may experience poor Web performance when you use Internet Explorer 6 to try to access a Web application that is hosted on Internet Information Services 6.0
(http://go.microsoft.com/fwlink/?LinkId=155671)
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